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1 10 1 

The interested bidders should have 
provided these devices in at least two 
Banks of similar size for the last three 
years. 

The interested bidders /OEM should 
have provided these devices in at 
least two Banks of similar size for the 
last three years. 

2 13 5 

Solution must offer the Device 
Control/Peripheral control, with the 
option of Read Only, Allow, Block 
access to the device and privilege to 
whitelist the USB device on the basis of 
Hardware ID. 

Solution must offer the Device 
Control/Peripheral control, with the 
option of Read Only, Allow, Block 
access to the device and privilege to 
whitelist the USB device on the basis 
of Hardware ID/Seria Number. 

3 13 9 

Solution must have the Anti exploit 
technology on signature less basis so 
that it protects against browser, plugin, 
or Java-based exploit kits even if your 
servers are not fully patched and Deep 
Learning Neural Network 

The solution must provide Anti-Exploit 
protection to offer enhanced 
protection against fileless attacks, 
along with virtual patching to shield 
vulnerabilities in an automated 
manner. Additionally, it should provide 
automatic recommendations for 
existing vulnerabilities, dynamically 
tune IDS/IPS sensors (e.g., selecting 
rules, configuring policies, updating 
policies, etc.), and automatically 
recommend the removal of assigned 
policies if a vulnerability no longer 
exists. For example, if a patch is 
deployed, unwanted signatures should 
be unassigned. 



4 13 10 
Solution must protect against 
ransomware running locally or remotely 
using cryptoguard. 

Solution must protect against 
ransomware running locally or 
remotely. Preferably With a feature  to  
restore the impacted files and stop 
the detected running processes. 

5 14 3 

Solution must offer default monitored 
locations for File integrity monitoring for 
Files/registry entries for Windows 2012, 
Windows 2012 R2, Windows 2016, 
Windows 2019 platforms. 

The solution must offer  file integrity 
monitoring, covering files and registry 
entries on Windows 2012, Windows 
2012 R2, Windows 2016, Windows 
2019 platforms, as well as Linux 
servers. This should ensure that both 
Windows and Linux environments are 
effectively  monitored for any 
unauthorized changes or integrity 
breaches. 

6 14 6 

Three Year Subscription license for 
server protection like Anti-malware, 
Live Protection, Web Security, Web 
Control, Malware Removal, Peripheral 
Control, Application Control, 
Synchronized Security Heartbeat 
(Windows only) Behaviour 
Analysis/HIPS, Data Loss Prevention, 
Download Reputation, Malicious Traffic 
Detection, Exploit Prevention (Windows 
only), Crypto guard Anti-Ransomware, 
Threat Cases. Endpoint detection and 
response including threat searches, 
threat intelligence, on-demand 
isolation, clean and block, and malware 
analysis, Extended Detection and 
Response (XDR). 

Three Year Subscription license for 
endpoint protection like Anti-malware, 
Live Protection, Web Security, 
Category base Web Control, Malware 
Removal, Peripheral Control, Category 
base Application Control, Behaviour 
Analysis/HIPS, Data Loss Prevention, 
Download Reputation, Malicious 
Traffic Detection, Exploit Prevention , 
Anti- Ransomware, Threat Cases. 
Endpoint detection and response  
including threat searches, Lab threat 
intelligence, on-demand isolation, 
clean and block, and malware 
analysis, Extended Detection and 
Response (XDR) . On premise training 
to staff of Bank for configuration and 



troubleshooting. Synchronized 
Security Heartbeat . 

7 14 12 

Three Year Subscription license for 
endpoint protection like Anti-malware, 
Live Protection, Web Security, Category 
base Web Control, Malware Removal, 
Peripheral Control, Category base 
Application Control, Synchronized 
Security Heartbeat (Windows only) 
Behaviour Analysis/HIPS, Data Loss 
Prevention, Download Reputation, 
Malicious Traffic Detection, Exploit 
Prevention (Windows only), 
Cryptoguard Anti- Ransomware, Threat 
Cases. Endpoint detection and response 
(Windows only) including threat 
searches, Lab threat intelligence, on-
demand isolation, clean and block, and 
malware analysis, Extended Detection 
and Response (XDR) . On premise 
training to staff of Bank for 
configuration and troubleshooting. 

Three Year Subscription license for 
endpoint protection like Anti-malware, 
Live Protection, Web Security, 
Category base Web Control, Malware 
Removal, Peripheral Control, Category 
base Application Control, 
Synchronized Security between 
endpoints, Behaviour Analysis/HIPS, 
Data Loss Prevention, Download 
Reputation, Malicious Traffic 
Detection, Exploit Prevention ,  Anti- 
Ransomware, Threat Cases. Endpoint 
detection and response  including 
threat searches, Lab threat 
intelligence, on-demand isolation, 
clean and block, and malware 
analysis, Extended Detection and 
Response (XDR) . On premise training 
to staff of Bank for configuration and 
troubleshooting. 

 


